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Important: Starting from version 1.0.0, new features of the project will not be developed into this public repository.
Only bugfix and security patches will be applied to the update and new releases.

darc is designed as a swiss army knife for darkweb crawling. It integrates requests to collect HTTP request and
response information, such as cookies, header fields, etc. It also bundles selenium to provide a fully rendered web
page and screenshot of such view.
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CHAPTER
ONE

HOW TO ...

This is the knowledge base for darc project. Should you request for more articles, please create an issue at the GitHub
repository.

1.1 How to gracefully deploy darc?

Important: It is NOT necessary to work at the darc repository folder directly. You can just use darc with your
customised code somewhere as you wish.

However, for simplicity, all relative paths referred in this article is relative to the project root of the darc repository.

To deploy darc, there would generally be three basic steps:
1. deploy the darc Docker image;
2. setup the healthcheck watchdog service;

3. install the upload cron job (optional)

1.1.1 To Start With

Per best practice, the system must have as least 2 GB RAM and 2 CPU cores to handle the 1oader worker properly.
And the capacity of the RAM will heavily impact the performance of the selenium integration as Google Chrome is
the renowned memory monster.

Note: Imma assume that you're using *NIX systems, as I don’t believe a Windows user is gonna see this ;)

Firstly, you will need to clone the repository to your system:

git clone https://github.com/JarryShaw/darc.git
# change your working directory
cd darc

then set up the folders you need for the log files:

mkdir -p logs
mkdir -p logs/cron
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And now, you will need to decide where you would like to store the data (documents crawled and saved by darc); let’s
assume that you have a /data disk mounted on the system — since that’s what I have on mine xD — which would be big
enough to use as a safe seperated storage place from the system so that darc will not crash your system by exhausting
the storage,

mkdir /data/darc
# and make a shortcut
In -s /data/darc data

therefore, you’re gonna save your data in /data/darc folder.

1.1.2 Software Dependency

After setting local systems, there’re some software dependencies you shall install:
1. Docker

darc is exclusively deployed through Docker environment, even though it can also be deployed directly on a host
machine, either Linux or macOS, and perhaps Windows but I had never tested.

2. Database

darc needs database backend for the task queue management and other stuffs. It is highly recommended to deploy
darc with Redis; but if you insist, you may use relationship database (e.g. MySQL, SQLite, PostgreSQL, etc.) instead.

Important: In this article, I will not discuss about the usage of relationship database as they’re just too miserable for
darc in terms of availability anyway.

As per best practice, 4 GB RAM would be minimal requirement for the Redis database. It would be suggested to use
directly a cloud provider hosted Redis database instead of running it on the same server as darc.

1.1.3 Deploy darc Docker Image

As discussed in Docker Integration, darc is exclusively integrated with Docker workflow. So basically, just pull the
image from Docker Hub or GitHub Container Registry:

# Docker Hub

docker pull jsnbzh/darc:latest

# GitHub Container Registry

docker pull ghcr.io/jarryshaw/darc:latest

In cases where you would like to use a debug image, which changes the apt sources to China hosted and IPython and
other auxiliaries installed, you call also pull such image instead:

# Docker Hub

docker pull jsnbzh/darc:debug

# GitHub Container Registry

docker pull ghcr.io/jarryshaw/darc-debug:latest

Then you will need to customise the docker-compose.yml based on your needs. Default values and descriptive help
messages can be found in the file.

The rest of it is easy as just calling docker-compose command to manage the deployed containers, thus I shall not
discuss further.

4 Chapter 1. How to...
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Deploy with Customisations

Important: I’ve made a sample customisation at demo/deploy/ folder, which can be used directly as a new repository
to start with your customisation, please check it out before moving forwards.

As in the sample customisation, you can simply use the Dockerfile there as your Docker environment declration.
And the entrypoint file market/run.py has the sites customisations registered and the CLI bundled.

1.1.4 Setup healthcheck Daemon Service
Since darc can be quite a burden to its host system, I introduced this healthcheck service as discussed in Auxiliary
Scripts.

For a normal System V based service system, you can simply install the darc-healthcheck service to /etc/
systemd/system/:

In -s extra/healthcheck.service /etc/systemd/system/darc-healthcheck.service

then enable it to run at startup:

sudo systemctl enable darc-healthcheck.service

And from now on, you can simply manage the darc-healthcheck service through systemctl or service command
as you prefer.

1.1.5 Install upload Cron Job

In certain cases, you might wish to upload the API submission JSON files to your FTP server which has much more
space than the deploy server, then you can utilise the upload cron job as mentioned in Auxiliary Scripts.

Simply type the following command:

crontab -e

and add the cron job into the file opened:

10 0 * * * ( cd /path/to/darc/ && /path/to/python3 /path/to/darc/extra/upload.py --host.
—ftp://hostname --user username:password ) >> /path/to/darc/logs/cron/darc-upload.log 2>
&1

just remember to change the paths, hostname and credential respectively; and at last, to activate the new cron job:

sudo systemctl restart cron.service

Now, darc API submission JSON files will be uploaded to the target FTP server everyday at 0:10 am.

1.1. How to gracefully deploy darc? 5
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1.1.6 Bonus Tip

There is a Makefile at the project root. You can play and try to exploit it. A very useful command is that

make reload

when you wish to pull the remote repository and restart darc gracefully.

1.2 How to implement a sites customisation?

As had been discussed already in the documentation, the implementation of a sites customisation is dead simple: just
inherits the darc.sites.BaseSite class and overwrites the corresponding crawler () and loader () abstract static
methods.

See below an example from the documentation.

from darc.sites import BaseSite, register

As the class below suggests, you may implement and register your sites customisation for mysite.com and
www.mysite.com using the MySite class, where hostname attribute contains the list of hostnames to which the class
should be associated with.

NB: Implementation details of the crawler and loader methods will be discussed in following sections.

class MySite(BaseSite):
"""This is a site customisation class for demonstration purpose.

o

You may implement a module as well should you prefer.

#: List[str]: Hostnames the sites customisation is designed for.
hostname = ['mysite.com', 'www.mysite.com']

@staticmethod
def crawler(timestamp, session, link):

@staticmethod
def loader(timestamp, driver, link):

Should your sites customisation be associated with multiple sites, you can just add them all to the hostname attribute;
when you call darc.sites.register() to register your sites customisation, the function will automatically handle
the registry association information.

# register sites implicitly
register(MySite)

Nonetheless, in case where you would rather specify the hostnames at runtime (instead of adding them to the hostname
attribute), you may just leave out the hostname attribute as None and specify your list of hostnames at darc.sites.
register () function call.

# register sites explicitly
register(MySite, 'mysite.com', 'www.mysite.com"')

6 Chapter 1. How to...



https://darc.jarryshaw.me/en/latest/custom.html#sites-customisation
https://docs.python.org/3/library/constants.html#None

darc, Release 1.0.0

1.2.1 Crawler Hook

The crawler method is based on requests.Session objects and returns a requests.Response instance represent-
ing the crawled web page.

Type annotations of the method can be described as

@staticmethod
def crawler(session: requests.Session, link: darc.link.Link) -> requests.Response:

where session is the requests.Session instance with proxy presets and 1link is the target link (parsed by darc.
link.parse_Ilink () to provide more information than mere string).

For example, let’s say you would like to inject a cookie named SessionID and an Authentication header with some
fake identity, then you may write the crawler method as below.

@staticmethod
def crawler(timestamp, session, link):
"""Crawler hook for my site.

Args:
timestamp (datetime.datetime): Timestamp of the worker node reference.
session (requests.Session): Session object with proxy settings.
link (darc.link.Link): Link object to be crawled.

Returns:
requests.Response: The final response object with crawled data.

mren

# inject cookies
session.cookies.set('SessionID', 'fake-session-id-value')

# insert headers
session.headers['Authentication'] = 'Basic fake-identity-credential’

response = session.get(link.url, allow_redirects=True)
return response

In this case when darc crawling the link, the HTTP(S) request will be provided with a session cookie and HTTP header,
so that it may bypass potential authorisation checks and land on the target page.

1.2.2 Loader Hook

The loader method is based on selenium.webdriver.Chrome objects and returns a the original web driver instance
containing the loaded web page.

Type annotations of the method can be described as

@staticmethod
def loader(driver: selenium.webdriver.Chrome, link: darc.link.Link) -> selenium.
—webdriver.Chrome:

where driver is the selenium.webdriver.Chrome instance with proxy presets and link is the target link (parsed
by darc.link.parse_link() to provide more information than mere string).

1.2. How to implement a sites customisation? 7
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For example, let’s say you would like to animate user login and go to the target page after successful attempt, then you
may write the loader method as below.

@staticmethod
def loader(timestamp, driver, link):
"""Loader hook for my site.

Args:
timestamp: Timestamp of the worker node reference.
driver (selenium.webdriver.Chrome): Web driver object with proxy settings.
link (darc.link.Link): Link object to be loaded.

Returns:
selenium.webdriver.Chrome: The web driver object with loaded data.

e

# land on login page
driver.get('https://%s/login' % link.host)

# animate login attempt

form = driver.find_element_by_id('login-form')

form. find_element_by_id('username').send_keys('admin')
form. find_element_by_id('password') .send_keys('p@ssd')
form.click()

# check if the attempt succeeded
if driver.title == 'Please login!':
raise ValueError('failed to login %s' % link.host)

# go to the target page
driver.get(link.url)

# wait for page to finish loading
from darc.const import SE_WAIT # should've been put with the top-level import.
. Statements
if SE_WAIT is not None:
time.sleep(SE_WAIT)

return driver

In this case when darc loading the link, the web driver will first perform user login, so that it may bypass potential
authorisation checks and land on the target page.

1.2.3 In case to drop the link from task queue...

In some scenarios, you may want to remove the target link from the task queue, then there’re basically two ways:
1. do like a wildling, remove it directly from the database

As there’re three task queues used in darc, each represents task queues for the crawler (requests database) and loader
(selenium database) worker nodes and a track record for known hostnames (hostname database), you will need to call
corresponding functions to remove the target link from the database desired.

Possible functions are as below:

8 Chapter 1. How to...
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e darc.db.drop_hostname ()
e darc.db.drop_requests()
e darc.db.drop_selenium()
all take one positional argument 1ink, i.e. the darc.Iink.Link object to be removed.

Say you would like to remove https://www.mysite.com from the requests database, then you may just run

from darc.db import drop_requests
from darc.link import parse_link

link = parse_link('https://www.mysite.com')
drop_requests(link)

2. or make it in an elegant way

When implementing the sites customisation, you may wish to drop certain links at runtime, then you may simply raise
darc.error.LinkNoReturn in the corresponding crawler and/or loader methods.

For instance, you would like to proceed with mysite.com but NOT www.mysite.com in the sites customisation, then
you may implement your class as

from darc.error import LinkNoReturn

class MySite(BaseSite):

@staticmethod
def crawler(timestamp, session, link):
if link.host == 'www.mysite.com':

raise LinkNoReturn(link)

@staticmethod
def loader(timestamp, driver, 1link):
if link.host == 'www.mysite.com':

raise LinkNoReturn(link)

1.2.4 Then what should | do to include my sites customisation?

Simple as well!

Just install your codes to where you're running darc, e.g. the Docker container, remote server, etc.; then change the
startup by injecting your codes before the entrypoint.

Say the structure of the working directory is as below:

|-- .venv/
| |-- 1ib/python3.8/site-packages

(continues on next page)

1.2. How to implement a sites customisation? 9
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(continued from previous page)

| [ | -- darc/
I I I |-~

I I |-~

I |-~

|-- mysite.py

where .venv is the folder of virtual environment with darc installed and mysite.py is the file with your sites cus-
tomisation.

Then you just need to change your mysite.py with some additional lines as below:

# mysite.py
import sys

_ _ import main
from darc.sites import BaseSite, register

from darc.__main_

class MySite(BaseSite):

# register sites
register(MySite)

if __name__ == '__main__"':
sys.exit(main())

And now, you can start darc through python mysite.py [...]instead of python -m darc [...] with your sites
customisation registered to the system.

See also:

mysite.py

1.3 How to implement a custom proxy middleware?

As had been discussed already in the documentation, the implementation of a custom proxy is merely two factory
functions: one yields a requests.Session and/or requests_futures.sessions.FuturesSession instance, one
yields a selenium.webdriver.Chrome instance; both with proxy presets.

See below an example from the documentation.

from darc.proxy import register

10 Chapter 1. How to...
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1.3.1 Session Factory

The session factory returns a requests.Session and/or requests_futures.sessions.FuturesSession in-
stance with presets, e.g. proxies, user agent, etc.

Type annocation of the function can be described as

def get_session(futures=False) -> requests.Session:

@typing.overload
def get_session(futures=True) -> requests_futures.sessions.FuturesSession:

For example, let’s say you’re implementing a SocksS proxy for localhost:9293, with other presets same as the default
factory function, c.f. darc.requests.null_session().

import requests
import requests_futures.sessions

from darc.const import DARC_CPU
from darc.requests import default_user_agent

def socks5_session(futures=False):
"""Socks5 proxy session.

Args:
futures: If returns a :class: requests_futures.FuturesSession .

Returns:
Union[requests.Session, requests_futures.FuturesSession]:
The session object with Socks5 proxy settings.

o

if futures:

session = requests_futures.sessions.FuturesSession(max_workers=DARC_CPU)
else:

session = requests.Session()

session.headers['User-Agent'] = default_user_agent(proxy='Socks5")
session.proxies.update({

'http': 'socksS5h://localhost:9293',

'https': 'socks5h://localhost:9293",
b

return session

In this case when darc needs to use a Socks5 session for its crawler worker nodes, it will call the socks5_session
function to obtain a preset session instance.

1.3. How to implement a custom proxy middleware? 11
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1.3.2 Driver Factory

The driver factory returns a selenium.webdriver.Chrome instance with presets, e.g. proxies, options/switches, etc.

Type annocation of the function can be described as

def get_driver() -> selenium.webdriver.Chrome:

For example, let’s say you’re implementing a Socks5 proxy for localhost:9293, with other presets same as the default
factory function, c.f. darc.selenium.null_driver().

import selenium.webdriver
import selenium.webdriver.common.proxy

from darc.selenium import BINARY_LOCATION

def socks5_driver():
"""Socks5 proxy driver.

Returns:
selenium.webdriver.Chrome: The web driver object with Socks5 proxy settings.

o

options = selenium.webdriver.ChromeOptions()

options.binary_location = BINARY_LOCATION
options.add_argument('--proxy-server=socks5://localhost:9293")
options.add_argument('--host-resolver-rules="MAP * ~NOTFOUND , EXCLUDE localhost"')

proxy = selenium.webdriver.Proxy()

proxy.proxyType = selenium.webdriver.common.proxy.ProxyType.MANUAL
proxy.http_proxy = 'socks5://localhost:9293'

proxy.ssl_proxy = 'socks5://localhost:9293"'

capabilities = selenium.webdriver.DesiredCapabilities.CHROME. copy()
proxy.add_to_capabilities(capabilities)

driver = selenium.webdriver.Chrome(options=options,
desired_capabilities=capabilities)
return driver

In this case when darc needs to use a Socks5 driver for its loader worker nodes, it will call the socks5_driver
function to obtain a preset driver instance.

1.3.3 What should I do to register the proxy?

All proxies are managed in the darc.proxy module and you can register your own proxy through darc.proxy.
register():

# register proxy
register('socks5', socks5_session, socks5_driver)

As the codes above suggest, the darc.proxy.register() takes three positional arguments: proxy type, session and
driver factory functions.

12 Chapter 1. How to...
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See also:

socks5.py

1.3. How to implement a custom proxy middleware? 13
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CHAPTER
TWO

TECHNICAL DOCUMENTATION

darc is designed as a swiss army knife for darkweb crawling. It integrates requests to collect HTTP request and
response information, such as cookies, header fields, etc. It also bundles selenium to provide a fully rendered web
page and screenshot of such view.

2.1 URL Utilities

The Link class is the key data structure of the darc project, it contains all information required to identify a URL’s
proxy type, hostname, path prefix when saving, etc.

The 1ink module also provides several wrapper function to the urllib.parse module.

class darc.link.Link(url, proxy, host, base, name, url_parse, url_backref=None)
Bases: object

Parsed link.

Parameters

url (str) — original link

proxy (str) — proxy type

host (Optional[str]) — URL’s hostname

base (str) — base folder for saving files

name (str) — hashed link for saving files

url_parse (ParseResult) — parsed URL from urllib.parse.urlparse()

url_backref (Optional[Link]) — optional Link instance from which current link was
extracted

Returns Parsed link object.

Return type Link

Note: Link is a dataclass object. It is safely hashable, through hash(url).

_hash__QO

Provide hash support to the Link object.

Return type int

asdict(

Convert to a dict instance.
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Return type Dict[str, Any]

base: str

base folder for saving files

host: Optional[str]

name:

URL’s hostname

str
hashed link for saving files

proxy: str

url:

proxy type

str
original link

url_backref: Optional[darc.link.Link] = None

optional Link instance from which current link was extracted

url_parse: wurllib.parse.ParseResult

parsed URL from urllib.parse.urlparse()

darc.link.parse_link(link, host=None, *, backref=None)
Parse link.

Parameters
e link (str) — link to be parsed
e host (Optional[str]) — hostname of the link
e backref (Optional [darc.link.Link])—
Keyword Arguments backref — optional Link instance from which current link was extracted
Return type Link
Returns The parsed link object.

Note: If host is provided, it will override the hostname of the original 1ink.

The parsing process of proxy type is as follows:

0.

—_

A A N

._
e

If host is None and the parse result from urllib.parse.urlparse() has no netloc (or hostname)
specified, then set hostname as (null); else set it as is.

If the scheme is data, then the 1ink is a data URI, set hostname as data and proxy as data.
If the scheme is javascript, then the link is some JavaScript codes, set proxy as script.

If the scheme is bitcoin, then the link is a Bitcoin address, set proxy as bitcoin.

If the scheme is ethereum, then the link is an Ethereum address, set proxy as ethereum.

If the scheme is ed2k, then the link is an ED2K magnet link, set proxy as ed2k.

If the scheme is magnet, then the link is a magnet link, set proxy as magnet.

If the scheme is mailto, then the link is an email address, set proxy asmail.

If the scheme is irc, then the link is an IRC link, set proxy as irc.

If the scheme is NOT any of http or https, then set proxy to the scheme.

If the host is None, set hostname to (null), set proxy to null.

16
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11.
12.
13.

14.

If the host is an onion (.onion) address, set proxy to tor.
If the host is an I2P (. 12p) address, or any of 1localhost:7657 and localhost:7658, set proxy to i2p.

If the host is localhost on ZERONET_PORT, and the path is not /, i.e. NOT root path, set proxy to zeronet;
and set the first part of its path as hostname.

Example:

For a ZeroNet address, e.g., http://127.0.0.1:43110/
1HeLLo4uzjaletFx6NH3PMwFP3gbRbT£3D, parse_link() will parse the hostname as
1HeLLo4uzjalLetFx6NH3PMwFP3qbRbT£3D.

If the host is localhost on FREENET_PORT, and the path is not /, i.e. NOT root path, set proxy to freenet;
and set the first part of its path as hostname.

Example:

For a Freenet address, e.g., http://127.0.0.1:8888/
USK@nwa81Ha271k2Qv]8aa®0v7IHAV-DFOCFgmDt3X6BpCI,DuQSUZiI~agF8c-6tjsFFGuZ8eICrzWCILB6ONT8KKC
AQACAAE/sone/77/, parse_link() will parse the hostname

as USK@nwa81Ha271k2Qv]8aa®0v7IHAV-DFOCFgmDt3X6BpCI,
DuQSUZiI~agF8c-6tjsFFGuZ8eICrzWCILB6ONT8KKo,AQACAAE.

15. If the host is a proxied onion (.onion. sh) address, set proxy to tor2web.

16. If none of the cases above satisfied, the proxy will be set as null, marking it a plain normal link.

The base for parsed link Link object is defined as

<root>/<proxy>/<scheme>/<hostname>/

where root is PATH_DB.

The name for parsed link Link object is the sha256 hash (c.f. hashlib.sha256()) of the original 1ink.

darc.link.quote(string, safe=7', encoding=None, errors=None)
Wrapper function for urllib.parse.quote().

Parameters

e string (str) — string to be quoted
» safe (Union[bytes, str]) — charaters not to escape
* encoding (Optional[str]) — string encoding

e errors (Optional[str]) — encoding error handler

Return type str

Returns The quoted string.

Note: The function suppressed possible errors when calling urllib.parse.quote(). If any, it will return the
original string.

darc.link.unquote (string, encoding="utf-8', errors='"replace")
Wrapper function for urllib.parse.unquote().

Parameters

* string (str) — string to be unquoted

* encoding (str) — string encoding
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* errors (str) — encoding error handler

Return type str

Returns The quoted string.

Note: The function suppressed possible errors when calling urllib.parse.unquote(). If any, it will return
the original string.

darc.link.urljoin(base, url, allow_fragments=True)
Wrapper function for urllib.parse.urljoin().

Parameters
* base (AnyStr) — base URL
» url (AnyStr) — URL to be joined

* allow_fragments (bool) — if allow fragments

Return type AnyStr
Returns The joined URL.

Note: The function suppressed possible errors when calling urllib.parse.urljoin(). If any, it will return
base/url directly.

darc.link.urlparse(url, scheme=", allow_fragments=True)
Wrapper function for urllib.parse.urlparse().

Parameters
* url (str)— URL to be parsed
e scheme (str) - URL scheme

* allow_fragments (bool) — if allow fragments

Return type ParseResult

Returns The parse result.

Note: The function suppressed possible errors when calling urllib.parse.urlparse(). If any, it will re-
turn urllib.parse.ParseResult(scheme=scheme, netloc='', path=url, params='"', query='"',
fragment="") directly.

darc.link.urlsplit(url, scheme=", allow_fragments=True)
Wrapper function for urllib.parse.urlsplit().

Parameters
e url (str) — URL to be split
e scheme (str)— URL scheme

* allow_fragments (bool) — if allow fragments
Return type SplitResult

Returns The split result.

18
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Note: The function suppressed possible errors when calling urllib.parse.urlsplit(). If any, it will re-
turn urllib.parse.SplitResult(scheme=scheme, netloc='"', path=url, params='"', query='",
fragment="") directly.

2.2 Source Parsing

The darc.parse module provides auxiliary functions to read robots. txt, sitemaps and HTML documents. It also
contains utility functions to check if the proxy type, hostname and content type if in any of the black and white lists.

darc.parse._check(temp_list)
Check hostname and proxy type of links.

Parameters temp_list (List[Link]) - List of links to be checked.
Return type List[Link]

Returns List of links matches the requirements.

Note: If CHECK_NG is True, the function will directly call _check_ng() instead.

See also:

e darc.parse.match_host()
e darc.parse.match_proxy()
darc.parse._check_ng(temp_list)
Check content type of links through HEAD requests.
Parameters temp_list (List[Link]) - List of links to be checked.
Return type List[Link]
Returns List of links matches the requirements.

See also:

e darc.parse.match_host()
e darc.parse.match_proxy()
e darc.parse.match_mime ()
darc.parse.check_robots (link)
Check if 1ink is allowed in robots.txt.
Parameters link (Link) — The link object to be checked.
Return type bool

Returns If 1ink is allowed in robots. txt.

Note: The root path of a URL will always return True.
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darc.parse.extract_links(link, html, check=False)
Extract links from HTML document.

Parameters

* link (Link) — Original link of the HTML document.

e html (Union[str, bytes]) — Content of the HTML document.

* check (bool) — If perform checks on extracted links, default to CHECK.
Return type List[Link]
Returns List of extracted links.

See also:

e darc.parse._check()
e darc.parse._check_ng()
darc.parse.extract_links_from_text (/ink, text)
Extract links from raw text source.
Parameters
* link (Link) — Original link of the source document.
e text (str)— Content of source text document.
Return type List[Link]

Returns List of extracted links.

Important: The extraction is NOT as reliable since we did not perform TLD checks on the extracted links and
we cannot guarantee all links to be extracted.

The URL patterns used to extract links are defined by darc.parse.URL_PAT and you may register your own
expressions by DARC_URL_PAT.

darc.parse.get_content_type (response)
Get content type from response.

Parameters response (requests.Response) — Response object.
Return type str

Returns The content type from response.

Note: If the Content-Type header is not defined in response, the function will utilise magic to detect its
content type.

darc.parse.match_host (host)
Check if hostname in black list.

Parameters host (Optional[str]) — Hostname to be checked.
Return type bool

Returns If host in black list.
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Note: If host is None, then it will always return True.

See also:

e darc.const.LINK_WHITE_LIST

e darc.const.LINK_BLACK_LIST

e darc.const.LINK_FALLBACK

darc.parse.match_mime (mime)
Check if content type in black list.

Parameters mime (str) — Content type to be checked.
Return type bool
Returns If mime in black list.

See also:

e darc.const.MIME_WHITE_LIST

e darc.const.MIME_BLACK_LIST

e darc.const.MIME_FALLBACK

darc.parse.match_proxy (proxy)
Check if proxy type in black list.

Parameters proxy (str) — Proxy type to be checked.
Return type bool
Returns If proxy in black list.

Note: If proxy is script, then it will always return True.

See also:

» darc.const.PROXY_WHITE_LIST
e darc.const.PROXY_BLACK_LIST
e darc.const.PROXY_FALLBACK
darc.parse.URL_PAT: List[re.Pattern]
Regular expression patterns to match all reasonable URLs.
Currently, we have two builtin patterns:

1. HTTP(S) and other regular URLs, e.g. WebSocket, IRC, etc.

re.compile(r' (?P<url>((https?|wss?|irc):)?(//)?2\w+(\.\w+)+/?\S*)"', re.UNICODE),

2. Bitcoin accounts, data URIs, (ED2K) magnet links, email addresses, telephone numbers, JavaScript func-

tions, etc.

2.2. Source Parsing

21



https://docs.python.org/3/library/constants.html#None
https://docs.python.org/3/library/constants.html#True
https://docs.python.org/3/library/stdtypes.html#str
https://docs.python.org/3/library/functions.html#bool
https://docs.python.org/3/library/stdtypes.html#str
https://docs.python.org/3/library/functions.html#bool
https://docs.python.org/3/library/constants.html#True

darc, Release 1.0.0

re.compile(r' (?P<url>(bitcoin|dataled2k|magnet|mailto|script|tel):\w+)"', re.ASCII)

Environ DARC_URL_PAT

See also:
The patterns are used in darc.parse.extract_links_from_text().

darc.save._SAVE_LOCK: Union[multiprocessing.Lock, threading.Lock, contextlib.nullcontext]
I/O lock for saving link hash database 1ink.csv.

See also:

e darc.save.save_link()

e darc.const.get_lock()

2.3 Link Database

The darc project utilises Redis based database to provide tele-process communication.

Note: In its first implementation, the darc project used Queue to support such communication. However, as noticed
when runtime, the Queue object will be much affected by the lack of memory.

There will be three databases, all following the save naming convension with queue_ prefix:

¢ the hostname database — queue_hostname (HostnameQueueModel)

¢ the requests database — queue_requests (RequestsQueuelModel)

¢ the selenium database — queue_selenium (SeleniumQueuelModel)
For queue_hostname, queue_requests and queue_selenium, they are all Redis sorted set data type.
If FLAG_DB is True, then the module uses the RDS storage described by the peewee models as backend.

darc.db._db_operation(operation, *args, **kwargs)
Retry operation on database.

Parameters
* operation (Callablel..., ~_T])— Callable / method to perform.
* *args — Arbitrary positional arguments.
e args (Any) —
e kwargs (Any) —
Keyword Arguments **kwargs — Arbitrary keyword arguments.
Return type ~_T
Returns Any return value from a successful operation call.

darc.db._drop_hostname_db (link)
Remove link from the hostname database.

The function updates the HostnameQueueModel table.
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Parameters link (Link) - Link to be removed.
Return type None

darc.db._drop_hostname_redis (link)
Remove link from the hostname database.

The function updates the queue_hostname database.
Parameters link (Link) - Link to be removed.
Return type None

darc.db._drop_requests_db (link)
Remove link from the requests database.

The function updates the RequestsQueuelModel table.
Parameters link (Link) - Link to be removed.
Return type None

darc.db._drop_requests_redis(link)
Remove link from the requests database.

The function updates the queue_requests database.
Parameters link (Link) - Link to be removed.
Return type None

darc.db._drop_selenium_db(l/ink)
Remove link from the selenium database.

The function updates the SeleniumQueuelModel table.
Parameters link (Link) - Link to be removed.
Return type None

darc.db._drop_selenium_redis(link)
Remove link from the selenium database.

The function updates the queue_selenium database.
Parameters link (Link) - Link to be removed.
Return type None

darc.db._gen_arg_msg(*args, **kwargs)
Sanitise arguments representation string.

Parameters
» *args — Arbitrary arguments.
e args (Any) —
e kwargs (Any) —

Keyword Arguments **kwargs — Arbitrary keyword arguments.

Return type str

Returns Sanitised arguments representation string.

2.3. Link Database
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darc.db._have_hostname_db (/ink)
Check if current link is a new host.

The function checks the HostnameQueueModel table.
Parameters link (Link) — Link to check against.
Return type Tuple[bool, bool]

Returns A tuple of two bool values representing if such link is a known host and needs force refetch
respectively.

darc.db._have_hostname_redis(l/ink)
Check if current link is a new host.

The function checks the queue_hostname database.
Parameters link (Link) — Link to check against.
Return type Tuple[bool, bool]

Returns A tuple of two bool values representing if such link is a known host and needs force refetch
respectively.

darc.db._load_requests_db()
Load link from the requests database.

The function reads the RequestsQueueModel table.
Return type List[Link]

Returns List of loaded links from the requests database.

Note: At runtime, the function will load links with maximum number at MAX_POOL to limit the memory usage.

darc.db._load_requests_redis()
Load link from the requests database.

The function reads the queue_requests database.
Return type List[Link]

Returns List of loaded links from the requests database.

Note: At runtime, the function will load links with maximum number at MAX_POOL to limit the memory usage.

darc.db._load_selenium_db()
Load link from the selenium database.

The function reads the SeleniumQueueModel table.
Return type List[Link]

Returns List of loaded links from the selenium database.

Note: At runtime, the function will load links with maximum number at MAX_POOL to limit the memory usage.

darc.db._load_selenium_redis()
Load link from the selenium database.

The function reads the queue_selenium database.
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Parameters check — If perform checks on loaded links, default to CHECK.
Return type List[Link]

Returns List of loaded links from the selenium database.

Note: At runtime, the function will load links with maximum number at MAX_POOL to limit the memory usage.

darc.db._redis_command (command, *args, **kwargs)
Wrapper function for Redis command.

Parameters
¢ command (str) — Command name.
» *args — Arbitrary arguments for the Redis command.
e args (Any) —
» kwargs (Any) —
Keyword Arguments **kwargs — Arbitrary keyword arguments for the Redis command.
Return type Any
Returns Values returned from the Redis command.
Warns RedisCommandFailed — Warns at each round when the command failed.
See also:
Between each retry, the function sleeps for RETRY_INTERVAL second(s) if such value is NOT None.

darc.db._redis_get_lock(key)
Get a lock for Redis operations.

Parameters key (Literal[‘queue_hostname’, ‘queue_requests’, ‘queue_selenium’]) — Lock target
key.

Return type Union[Redlock, AbstractContextManager[+T_co]]
Returns Return a new pottery.redlock.Redlock object using key key that mimics the behavior
of threading.Lock.
Seel Also: If REDIS_LOCK is False, returns a contextlib.nullcontext instead.
darc.db._save_requests_db (entries, single=False, score=None, nx=False, xx=False)
Save link to the requests database.
The function updates the RequestsQueuelModel table.
Parameters

e entries (Union[Link, List[Link]]) — Links to be added to the requests database. It
can be either a 1ist of links, or a single link string (if single set as True).

* single (bool) — Indicate if entriesisa list of links or a single link string.
e score (Optional[float])— Score to for the Redis sorted set.

* nx (bool) — Only create new elements and not to update scores for elements that already
exist.

* xx (bool) — Only update scores of elements that already exist. New elements will not be
added.
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Return type None

darc.db._save_requests_redis (entries, single=False, score=None, nx=False, xx=False)
Save link to the requests database.

The function updates the queue_requests database.
Parameters

e entries (Union[Link, List[Link]]) — Links to be added to the requests database. It
can be either a 1ist of links, or a single link string (if single set as True).

» single (bool) — Indicate if entriesisa list of links or a single link string.
e score (Optional[float])— Score to for the Redis sorted set.

* nx (bool) — Forces ZADD to only create new elements and not to update scores for elements
that already exist.

* xx (bool) —Forces ZADD to only update scores of elements that already exist. New elements
will not be added.

Return type None

darc.db._save_selenium_db (entries, single=False, score=None, nx=False, xx=False)
Save link to the selenium database.

The function updates the SeleniumQueuelModel table.
Parameters

e entries (Union[Link, List[Link]]) — Links to be added to the selenium database. It
can be either a 1ist of links, or a single link string (if single set as True).

» single (bool) — Indicate if entries isa list of links or a single link string.
e score (Optional[float]) — Score to for the Redis sorted set.

* nx (bool) — Only create new elements and not to update scores for elements that already
exist.

* xx (bool) — Only update scores of elements that already exist. New elements will not be
added.

Return type None

darc.db._save_selenium_redis (entries, single=False, score=None, nx=False, xx=False)
Save link to the selenium database.

The function updates the queue_selenium database.
Parameters

e entries (Union[Link, List[Link]]) — Links to be added to the selenium database. It
can be either an iterable of links, or a single link string (if single set as True).

* single (bool) — Indicate if entries is an iferable of links or a single link string.
» score (Optional[float])— Score to for the Redis sorted set.

* nx (bool) — Forces ZADD to only create new elements and not to update scores for elements
that already exist.

* xx (bool) — Forces ZADD to only update scores of elements that already exist. New elements
will not be added.

Return type None
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When entries is a list of Link instances, we tries to perform bulk update to easy the memory consumption.
The bulk size is defined by BULK_SIZE.

Notes

The entries will be dumped through pickle so that darc do not need to parse them again.

Return type None
Parameters

e entries (Union[darc.link.Link, List[darc.link.Link]])-—

single (bool) —
e score (Optional[float])—
* nx (bool) —
e xx (bool) —
darc.db.drop_hostname (/ink)
Remove link from the hostname database.
Parameters link (Link) - Link to be removed.
Return type None

See also:

e darc.db._drop_hostname_db()

e darc.db._drop_hostname_redis()

Return type None
Parameters link (darc.link.Link) -
darc.db.drop_requests (link)
Remove link from the requests database.
Parameters link (Link) - Link to be removed.
Return type None

See also:

e darc.db._drop_requests_db()

e darc.db._drop_requests_redis()

Return type None
Parameters link (darc.link.Link) -
darc.db.drop_selenium(/ink)
Remove link from the selenium database.
Parameters link (Link) - Link to be removed.

Return type None
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See also:

e darc.db._drop_selenium_db()

e darc.db._drop_selenium_redis()

Return type None
Parameters link (darc.link.Link) -
darc.db.have_hostname (/ink)
Check if current link is a new host.
Parameters link (Link)— Link to check against.
Return type Tuple[bool, bool]

Returns A tuple of two bool values representing if such link is a known host and needs force refetch
respectively.

See also:

e darc.db._have_hostname_db()
e darc.db._have_hostname_redis()
darc.db.load_requests(check=Fualse)
Load link from the requests database.
Parameters check (bool) — If perform checks on loaded links, default to CHECK.
Return type List[Link]

Returns List of loaded links from the requests database.

Note: At runtime, the function will load links with maximum number at MAX_POOL to limit the memory usage.

See also:

e darc.db._load_requests_db()
e darc.db._load_requests_redis()
darc.db.load_selenium(check=False)
Load link from the selenium database.
Parameters check (bool) — If perform checks on loaded links, default to CHECK.
Return type List[Link]

Returns List of loaded links from the selenium database.

Note: At runtime, the function will load links with maximum number at MAX_POOL to limit the memory usage.

See also:

e darc.db._load_selenium_db()

e darc.db._load_selenium_redis()
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darc.db.save_requests (entries, single=False, score=None, nx=False, xx=False)
Save link to the requests database.

The function updates the queue_requests database.

Parameters

entries (Union[Link, List[Link]]) — Links to be added to the requests database. It
can be either a 1ist of links, or a single link string (if single set as True).

single (bool) — Indicate if entries is a list of links or a single link string.
score (Optional[float]) — Score to for the Redis sorted set.

nx (bool) — Only create new elements and not to update scores for elements that already
exist.

xx (bool) — Only update scores of elements that already exist. New elements will not be
added.

Return type None

Notes

The entries will be dumped through pickle so that darc do not need to parse them again.

When entries is a list of Link instances, we tries to perform bulk update to easy the memory consumption.
The bulk size is defined by BULK_SIZE.

See also:

e darc.db._save_requests_db()

e darc.db._save_requests_redis()

Return type None

Parameters

entries (Union[darc.link.Link, List[darc.link.Link]])-—
single (bool) —

score (Optional [float]) —

nx (bool) —

xx (bool) —

darc.db.save_selenium(entries, single=False, score=None, nx=False, xx=False)
Save link to the selenium database.

Parameters

entries (Union[Link, List[Link]]) — Links to be added to the selenium database. It
can be either a 1ist of links, or a single link string (if single set as True).

single (bool) — Indicate if entriesisa list of links or a single link string.
score (Optional[float]) — Score to for the Redis sorted set.

nx (bool) — Only create new elements and not to update scores for elements that already
exist.
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* xx (bool) — Only update scores of elements that already exist. New elements will not be

added.
Return type None

Notes

The entries will be dumped through pickle so that darc do not need to parse them again.

When entries is a list of Link instances, we tries to perform bulk update to easy the memory consumption.

The bulk size is defined by BULK_SIZE.

See also:

e darc.db._save_selenium_db()

e darc.db._save_selenium_redis()

Return type None

Parameters

e entries (Union[darc.link.Link, List[darc.link.Link]])-

e single (bool) -
e score (Optional [float])—
e nx (bool) —

e xx (bool) —

darc.db.BULK_SIZE: int
Default 100
Environ DARC_BULK_SIZE
Bulk size for updating Redis databases.

See also:

e darc.db.save_requests()

e darc.db.save_selenium()

darc.db.LOCK_TIMEOUT: Optional[float]
Default 10
Environ DARC_LOCK_TIMEOUT

Lock blocking timeout.

Note: If is an infinit inf, no timeout will be applied.

See also:
Get a lock from darc.db.get_lock().
darc.db.MAX_POOL: int
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Default 1_000
Environ DARC_MAX_POOL

Maximum number of links loading from the database.

Note: If is an infinit inf, no limit will be applied.

darc.db.REDIS_LOCK: bool
Default False
Environ DARC_REDIS_LOCK
If use Redis (Lua) lock to ensure process/thread-safely operations.
See also:
Toggles the behaviour of darc.db.get_lock().
darc.db.RETRY_INTERVAL: int
Default 10
Environ DARC_RETRY

Retry interval between each Redis command failure.

Note: If is an infinit inf, no interval will be applied.

See also:
Toggles the behaviour of darc.db.redis_command().

darc.submit.PATH_API = '{PATH_DB}/api/'

Path to the API submittsion records, i.e. api folder under the root of data storage.

See also:
e darc.const.PATH_DB
darc.submit.SAVE_DB: bool
Save submitted data to database.
Default True
Environ SAVE_DB

darc.submit.API_RETRY: int
Retry times for API submission when failure.

Default 3
Environ API_RETRY

darc.submit.API_NEW_HOST: str
API URL for submit_new_host().

Default None
Environ API_NEW_HOST
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darc.submit.API_REQUESTS: str
API URL for submit_requests().

Default None
Environ API_REQUESTS

darc.submit.API_SELENIUM: str
API URL for submit_selenium().

Default None
Environ API_SELENIUM

Note: If API_NEW_HOST, API_REQUESTS and API_SELENIUN is None, the corresponding submit function will save
the JSON data in the path specified by PATH_API.

See also:

The darc provides a demo on how to implement a darc-compliant web backend for the data submission module. See
the demo page for more information.

darc.selenium.BINARY_LOCATION: Optional[str]
Path to Google Chrome binary location.

Default google-chrome

Environ CHROME_BINARY_LOCATION

2.4 Proxy Utilities

The darc.proxy module provides various proxy support to the darc project.

darc.proxy.bitcoin.PATH = '{PATH_MISC}/bitcoin.txt’'
Path to the data storage of bitcoin addresses.

See also:
e darc.const.PATH_MISC

darc.proxy.bitcoin.LOCK: Union[multiprocessing.Lock, threading.Lock,
contextlib.nullcontext]
1/0 lock for saving bitcoin addresses PATH.

See also:
e darc.const.get_lock()

darc.proxy.data.PATH = '{PATH_MISC}/data/'
Path to the data storage of data URI schemes.

See also:

e darc.const.PATH_MISC
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darc.proxy.ed2k.PATH = '{PATH_MISC}/ed2k.txt'
Path to the data storage of bED2K magnet links.

See also:
e darc.const.PATH_MISC
darc.proxy.ed2k.LOCK: Union[multiprocessing.Lock, threading.Lock, contextlib.nullcontext]

I/O lock for saving ED2K magnet links PATH.

See also:
e darc.const.get_lock()
darc.proxy.ethereum.PATH = '{PATH_MISC}/ethereum.txt'

Path to the data storage of ethereum addresses.

See also:
e darc.const.PATH_MISC

darc.proxy.ethereum.LOCK: Union[multiprocessing.Lock, threading.Lock,
contextlib.nullcontext]
I/O lock for saving ethereum addresses PATH.

See also:
e darc.const.get_lock()

The following constants are configuration through environment variables:

darc.proxy.freenet.FREENET_PORT: int
Port for Freenet proxy connection.

Default 8888
Environ FREENET_PORT

darc.proxy. freenet.FREENET_RETRY: int
Retry times for Freenet bootstrap when failure.

Default 3
Environ FREENET_RETRY

darc.proxy.freenet.BS_WAIT: float
Time after which the attempt to start Freenet is aborted.

Default 90
Environ FREENET_WAIT

Note: If not provided, there will be NO timeouts.

darc.proxy.freenet.FREENET_PATH: str
Path to the Freenet project.

Default /usr/local/src/freenet

Environ FREENET _PATH
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darc.proxy. freenet .FREENET_ARGS: List[str]
Freenet bootstrap arguments for run.sh start.

If provided, it should be parsed as command line arguments (c.f. shlex.split()).
Default '’

Environ FREENET_ARGS

Note: The command will be run as DARC_USER, if current user (c.f. getpass.getuser()) is root.

The following constants are defined for internal usage:

darc.proxy.freenet._MNG_FREENET: bool
If manage Freenet proxy through darc.

Default True
Environ DARC_FREENET

darc.proxy.freenet._FREENET_BS_FLAG: bool
If the Freenet proxy is bootstrapped.

darc.proxy.freenet._FREENET_PROC: subprocess.Popen
Freenet proxy process running in the background.

darc.proxy.freenet._FREENET_ARGS: List[str]
Freenet proxy bootstrap arguments.

darc.proxy.i2p.I2P_REQUESTS_PROXY: Dict[str, Any]
Proxy for I2P sessions.

See also:
e darc.requests.i2p_session()
darc.proxy.i2p.I2P_SELENIUM_PROXY: selenium.webdriver.common.proxy.Proxy

Proxy for I2P web drivers.

See also:
e darc.selenium.i2p_driver()

The following constants are configuration through environment variables:

darc.proxy.i2p.I2P_PORT: int
Port for I2P proxy connection.

Default 4444
Environ I2P_PORT

darc.proxy.i2p.I2P_RETRY: int
Retry times for I2P bootstrap when failure.

Default 3
Environ I2P_RETRY

darc.proxy.i2p.BS_WAIT: float
Time after which the attempt to start I2P is aborted.

Default 90
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Environ I2P_WAIT

Note: If not provided, there will be NO timeouts.

darc.proxy.i2p.I2P_ARGS: List[str]
I2P bootstrap arguments for i2prouter start.

If provided, it should be parsed as command line arguments (c.f. shlex.split()).
Default "'
Environ I2P_ARGS

Note: The command will be run as DARC_USER, if current user (c.f. getpass.getuser()) is root.

The following constants are defined for internal usage:

darc.proxy.i2p._MNG_I2P: bool
If manage I2P proxy through darc.

Default True
Environ DARC_I2P

darc.proxy.i2p._I2P_BS_FLAG: bool
If the I2P proxy is bootstrapped.

darc.proxy.i2p._I2P_PROC: subprocess.Popen
I2P proxy process running in the background.

darc.proxy.i2p._I2P_ARGS: List[str]
I2P proxy bootstrap arguments.

darc.proxy.irc.PATH = '{PATH_MISC}/irc.txt'
Path to the data storage of IRC addresses.

See also:
e darc.const.PATH_MISC

darc.proxy.irc.LOCK: Union[multiprocessing.Lock, threading.Lock, contextlib.nullcontext]
I/O lock for saving IRC addresses PATH.

See also:
e darc.const.get_lock()

darc.proxy.magnet.PATH = '{PATH_MISC}/magnet.txt'
Path to the data storage of magnet links.

See also:
e darc.const.PATH_MISC

darc.proxy.magnet.LOCK: Union[multiprocessing.Lock, threading.Lock,
contextlib.nullcontext]
I/O lock for saving magnet links PATH.

See also:

2.4. Proxy Utilities 35


https://docs.python.org/3/library/stdtypes.html#str
https://docs.python.org/3/library/shlex.html#shlex.split
https://docs.python.org/3/library/getpass.html#getpass.getuser
https://docs.python.org/3/library/functions.html#bool
https://docs.python.org/3/library/constants.html#True
https://docs.python.org/3/library/functions.html#bool
https://docs.python.org/3/library/subprocess.html#subprocess.Popen
https://docs.python.org/3/library/stdtypes.html#str
https://docs.python.org/3/library/multiprocessing.html#multiprocessing.Lock
https://docs.python.org/3/library/threading.html#threading.Lock
https://docs.python.org/3/library/multiprocessing.html#multiprocessing.Lock
https://docs.python.org/3/library/threading.html#threading.Lock

darc, Release 1.0.0

e darc.const.get_lock()

darc.proxy.mail .PATH = '{PATH_MISC}/mail.txt'
Path to the data storage of email addresses.

See also:
e darc.const.PATH_MISC

darc.proxy.mail .LOCK: Union[multiprocessing.Lock, threading.Lock, contextlib.nullcontext]
I/O lock for saving email addresses PATH.

See also:
e darc.const.get_lock()

darc.proxy.null.PATH = '{PATH_MISC}/invalid.txt'
Path to the data storage of links with invalid scheme.

See also:
e darc.const.PATH_MISC

darc.proxy.null.LOCK: Union[multiprocessing.Lock, threading.Lock, contextlib.nullcontext]
I/0O lock for saving links with invalid scheme PATH.

See also:
e darc.const.get_lock()

darc.proxy.script.PATH = '{PATH_MISC}/script.txt'
Path to the data storage of bitcoin addresses.

See also:
e darc.const.PATH_MISC

darc.proxy.script.LOCK: Union[multiprocessing.Lock, threading.Lock,
contextlib.nullcontext]
I/O lock for saving JavaScript links PATH.

See also:
e darc.const.get_lock()

darc.proxy.tel .PATH = '{PATH_MISC}/tel.txt'
Path to the data storage of bitcoin addresses.

See also:
e darc.const.PATH_MISC

darc.proxy.tel.LOCK: Union[multiprocessing.Lock, threading.Lock, contextlib.nullcontext]
I/O lock for saving telephone numbers PATH.

See also:

e darc.const.get_lock()
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darc.proxy.tor.TOR_REQUESTS_PROXY: Dict[str, Any]
Proxy for Tor sessions.

See also:
e darc.requests.tor_session()
darc.proxy.tor.TOR_SELENIUM_PROXY: selenium.webdriver.common.proxy.Proxy

Proxy for Tor web drivers.

See also:
e darc.selenium.tor_driver()

The following constants are configuration through environment variables:

darc.proxy.tor.TOR_PORT: int
Port for Tor proxy connection.

Default 9050
Environ TOR_PORT

darc.proxy.tor.TOR_CTRL: int
Port for Tor controller connection.

Default 9051
Environ TOR_CTRL

darc.proxy.tor.TOR_PASS: str
Tor controller authentication token.

Default None
Environ TOR_PASS

Note: If not provided, it will be requested at runtime.

darc.proxy.tor.TOR_RETRY: int
Retry times for Tor bootstrap when failure.

Default 3
Environ TOR_RETRY

darc.proxy.tor.BS_WAIT: float
Time after which the attempt to start Tor is aborted.

Default 90
Environ TOR_WAIT

Note: If not provided, there will be NO timeouts.

darc.proxy.tor.TOR_CFG: Dict[str, Any]
Tor bootstrap configuration for stem.process.launch_tor_with_config().

Default {}
Environ TOR_CFG
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